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Procinct Security

PROFESSIONAL SERVICES

"Information technology pervades all
aspects of our daily lives, of our
national lives. Its presence is felt almost
every moment of every day, by every
American. It pervades everything from a
shipment of goods, to communications,
to emergency services, and the delivery
of water and electricity to our homes.
All of these aspects of our life depend on
a complex network of critical
infrastructure information systems.
Protecting this infrastructure is critically
important.

Disrupt it, destroy it or shut down
these information networks, and you
shut down America as we know it and
as we live it and as we experience it
every day. We need to prevent
disruptions; and when they occur, we
need to make sure they are infrequent,
short and manageable. This is an
enormously difficult challenge. It is a
technical challenge, because we must
always remain one step ahead of the
hackers."

Tom Ridge
Director of Homeland Security
October 9,2001
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Procinct Security™ Professional Services

Procinct Security provides a comprehensive suite of security services to meet your company's security
needs. Our business-oriented security solutions help you address your specific concerns, identify threats
to your infrastructure, and mitigate vulnerabilities in order to protect your valuable corporate resources.

@  System Hardening - We develop and deploy custom automated procedures that remove
vulnerable and unnecessary services, patch security holes, and tighten access controls to secure
your systems.

@ Network Vulnerability Testing - We perform an exhaustive examination of targeted areas of
your company's network infrastructure to verify that existing security measures actually work,
identify weaknesses, and provide you with prioritized recommendations for securing your
network.

@ Penetration Testing - Using the results from Network Vulnerability Testing, we attempt to
compromise your systems, as a potential attacker would, to see how much and what type of
information can actually be divulged.

@ eCommerce Security Audit - We will perform a comprehensive examination of your network
infrastructure to assess the risks associated with your business, identify the vulnerabilities in
your security posture, determine the weaknesses in your web application, and monitor your
infrastructure on an on-going basis using our ProSentry™ Internet security monitoring service.

@  Security Architecture Review - We will assess your current IT infrastructure for design and
architectural weaknesses and help you improve or design a new security architecture.

@ Independent Verification and Validation - We independently verify your security architecture,
policies, procedures,implementation, and/or previous security audit to ensure that all
requirements were satisfied and validate whether the deliverables meet your company's security
objectives.

@ Incident Response - Our experts are available 24 hours a day to respond to your security
incidents quickly, appropriately and effectively to help recover your systems to a fully operational
state as quickly as possible.

@ Risk Assessment - We will help your company identify assets, determine their risks, evaluate their
magnitude, and identify the safeguards needed to mitigate them.

@ Web Application Security Review - We will ensure that your web application code is written with
security in mind and is protected against known threats and vulnerabilities.

@ Policies and Procedures Development - To help build a solid security foundation, we will
develop systematic policies and procedures, establish compliance testing and train your
employees in them.

Proven success with Procinct Security

We automate paying attentions+. Procinct Security Corporation is dedicated to developing cutting edge
information security solutions that help clients across all industries secure their Internet infrastructure.
Procinct Security, provider of the ProSentry™ Internet Security Monitoring service, is comprised of senior
software architects and trustworthy security professionals who hold sensitive security clearances and CISSP
and SANS GIAC security certifications. Procinct Security also provides a wide range of security consulting
services.

Procinct Security is a charter member of the Center for Internet Security and an independent member of
the BDO Seidman Alliance. For more information email info@procinct.com or sales@procinct.com.



