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"In May 2001, MCNBC
reported a devastating
bug had been found

in a shopping cart
software ... that exposed
all customer records

on about 4,000 Web
sites."

Source: Computer Security
Institute/FBI, "2002
Computer Crime and
Security Survey"
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What is an eCommerce Security Audit?

When it comes to protecting critical eCommerce assets, companies need to defend against a myriad of
possible vulnerabilities, while an attacker needs to find only one. An eCommerce Security Audit provides a
thorough inspection of a company's existing security measures and identifies potential weaknesses in their
eCommerce configuration and deployment.

Our exclusive eCommerce Security Audit incorporates the four most important security services in a

single audit: Risk Assessment, Network Vulnerability Testing, Web Application Security Review, and Internet
Security Monitoring. When combined, these security services enable us to perform a comprehensive
examination of your network infrastructure to assess the risks associated with your business, identify the
vulnerabilities in your security posture, determine any weaknesses in your web application, and monitor your
infrastructure on an on-going basis using our ProSentry™ Internet Security Monitoring service.

Misconfigurations and vulnerabilities exist and are discovered regularly in virtually all commercial-off-the-shelf
software, and companies need to perform eCommerce Security Audits to ensure that their systems are
up-to-date to defend against the latest threats. By providing an exhaustive examination and continually
monitoring the integrity of your Internet presence, our eCommerce Security Audit helps you find and fix
weaknesses in your security posture.

How can an eCommerce Security Audit help your company?
Our comprehensive eCommerce Security Audit helps your company accomplish the following:

@ Identify and assess potential security weaknesses associated with your company's business
processes, IT and security infrastructure, and security policies and procedures.

@  Ensure that existing security measures are implemented effectively.

@  Provide detailed information that can be used to qualify for information protection insurance,
meet customer contractual obligations, and meet your customers' service level expectations.

@  Ensure that the underlying code of your company's web application meets its functional
requirements and specifications, and does not contain common security vulnerabilities.

@  Ensure changes to your company's Internet infrastructure are detected and reported even after
the audit is complete.

Procinct Security Professional Services
Procinct Security provides a wide range of security consulting services:

Network Vulnerability Testing

Web Application Security Review
Independent Verification & Validation
Policies & Procedures Development

Incident Response
Penetration Testing
Risk Assessment
System Hardening

Proven success with Procinct Security

We automate paying attentions+. Procinct Security Corporation is dedicated to developing cutting edge
information security solutions that help clients across all industries secure their Internet infrastructure.
Procinct Security, provider of the ProSentry™ Internet Security Monitoring service, is comprised of senior
software architects and trustworthy security professionals who hold sensitive security clearances and CISSP
and SANS GIAC security certifications. Procinct Security also provides a wide range of security consulting
services.

Procinct Security is a charter member of the Center for Internet Security and an independent member of
the BDO Seidman Alliance. For more information email info@procinct.com or sales@procinct.com.



